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Abstract—Services offered today rely on large amounts of
data that can be accessedfast and reliably. One technical
solution providing both acceptablespeedand high reliability are
distrib uted databases,which can be accessedfr om an application
as one virtual database server. The virtualization here hides
complexity intr oduced by distrib uting the service to a set of
machines.In this paper, wewill presenta DHT-basedarchitecture
implementing a lookup layer for sucha database,which preserves
important featuressuch as self-organization fr om its DHT roots,
but still offers a good performance for time-critical applications.
Additionally , �rst analytical results are given, which show some
of the basic mechanismsat work in such systems.

I . INTRODUCTION

In todaysservices,large amountsof data,e.g., video and
audio content,subscribermanagementand accountingdata,
have to be stored and made available to applications.One
exampleareafor this aremobile networks,whereuserdatais
storedandaccessedveryoftenduringthetimeauseris booked
in. The numberof databaseaccessesis potentiallyvery large
and thereforeposesa challengeto the system,which has to
show a high availability and performancewhile being at the
sametime resource-ef�cient andscalable.

Examplesexist where the amount of data to be stored
is large enoughto warrant the deployment of a distributed
database.This is thecase,e.g.,for mobilesubscriberdatabases
suchas the HomeLocationRegister (HLR) or a similar sub-
scriberdatabaseof a large provider. Distributing the database
systemhowever addsadditionalcomplexity to thearchitecture.
It meansa basicsearchingand routing mechanismhasto be
implementedto look up single data sets.Also, the content
should be partitioned in a way that distributes the load on
the nodes.Thus,storagespaceconsumptionand the load on
individual nodesis reduced,which is tradedoff with longer
accesstimesanda higher total load dueto the forwarding.

In this paper, we will describea componentof such a
distributeddatabasewhich wasdesignedto offer goodperfor-
mancewhile beingresource-ef�cient. We have implementeda
prototypeof this systemandwill presenta �rst analysisbased
on the mechanismsimplementedin this prototype.

The paper is structured as follows. Section II reviews
relatedwork. In SectionIII we will describethe considered
architecture,togetherwith a discussionon the designaspects
of the system.Analytical resultsarepresentedin SectionIV.
SectionV concludesthe paper.

I I . BACKGROUND AND RELATED WORK

The systempresentedin this work is to be placedin the
context of a mobile subscriberdatabase,such as the HLR.
Architectureslike theIP MultimediaSubsystem(IMS) include
similar databases,so that more than one possibleapplication
exists [1]. There are even activities aiming at unifying and
generalizingthestorageof userdatafor mobilenetworks.The
CommonPro�le Store(CPS)is an examplefor theseefforts
[2]. Here,oneencapsulateddatabaseis usedfor a numberof
applicationsor services,insteadof several proprietarysmaller
ones.This only emphasizesthe need for a scalablesystem
with respectto the approachdescribedhere, since the size
of the systemgrows with the numberof smaller, specialized
databasesthat are integrated.

The architectureevaluated here belongs to the class of
one-hopDHTs. This classof overlayshasbeeninvestigated
in a number of papers.For example, Gupta et al. [3], [4]
evaluatea fully meshedoverlay architecture.They show that
the additionaloverheadneededto keepthe completerouting
table in eachnodeup-to-datecan be handledeven for large
overlays.

In [5], a different schemebasedon tokensfor maintaining
the global routing table in a one-hopoverlay was presented
andcomparedto themechanismof Guptaet al. LeongandLik
showedherethatlessbandwidthwasusedin their architecture,
resultingin a moreef�cient system.

Anotherarchitectureandits analysisof a one-hopDHT was
presentedin [6]. Again, it wasshown that this kind of system
is indeedfeasiblein termsof messageoverheadandresponse
timesto keepthe completerouting tablesneededat eachpeer
up-to-date.

A distributed databasesimilar in spirit and with someof
the same design issueswas published under the name of
Dynamo[7]. While our systemimplementsthe lookup layer
of a distributeddatabase,Dynamoconstitutesa completeDB
which is also basedon a ring structureand follows similar
designprinciples.The architecturediffers in details because
of the different applications.For example,since Dynamo is
usedasa servicefor the AmazonS3 businessplatform, it has
to offer write accessat all timesfor the enduser. In contrast,
the systempresentedhere is allowed to block write requests
in orderto protectthe dataintegrity. Additionally, we provide
analyticalresultsfor sucha system.



I I I . ARCHITECTURE DESCRIPTION

We considera distributeddatabasewhich storesuserinfor-
mation,suchas the subscriberdatabasein a mobile network
operatordomaindescribedearlier. Due to the large amountof
datastored,thedatabaseis distributedamongseveraldedicated
databaseservers,which form the back-end.To locatespeci�c
data entries in the back-end,a front-end layer offers the
necessarylookup andforwardingfunctionality, i.e., the front-
end resolves queriesto the databaseand forwards them to
the correctback-endserver. This lookup layerbasicallystores
pointersto the entriesin the back-end,one pointer for each
databasekey. Thesepointerstake the form of < key; value >
pairs, with the key being a referenceto the databasekey
queried and the value holding the addressof the back-end
server wherethe associateddatabaseentry is stored.

Applications, such as accounting, location management,
etc., issuequeriesto this databasesystem,normally searching
for oneentryat a time.ThesequeriesmaybeLDAP messages
or conformto otherprotocolssuitablefor accessingadatabase.
Applicationqueriesthereforedo only seeonevirtual database
system,theinternalcomplexity is hidden.They arereceivedby
a front-endserver �rst, which thenresolvesthe containedkey
to the addressof the back-endserver holding the associated
entry, cf. Figure1. Basic load distribution may be conducted
beforeforwardingqueriesto the individual front-endservers,
however, this work focuseson the lookup layer itself.

Application clients

Virtual 
database system

front end/lookup layer

back end/data layer

Application query

Fig. 1. The basicsystemarchitectureconsideredin this paper.

Mobile subscriber databaseshave several requirements
whichhave to betakeninto accountwhenevaluatingapossible
instantiationof thisarchitecture.Queriesto suchadatabaseare
frequentlypart of a longerprocessinvolving a currentaction
of the subscriber, such as booking in, requestinga special
serviceor changingthe accessnetwork (horizontalor vertical
handover). In order to keep the servicequality experienced
by the userhigh, the responsetimes of the provider system
asa whole and thereforealsoof the databasehave very tight
timing bounds.For the samereason,the availability must be
ashigh aspossible.

Sincethe userdatastoredis critical for many servicessuch
asaccounting,reliability andcorrectnessis alsorequired.This

is prioritized sometimeseven over availability. The system
may even be unreachableor entriesmay be write-locked for
short times as long as the correctnessof the storeddatacan
be guaranteed.

In order to facilitate a fast lookup process,the lookup
informationis not storedon disk at the front-endnodes,but is
held in the memory of thesenodes.Dependingon the size
of the databasetables stored at the back-end,and on the
numberof searchablekeys, this lookup table as a whole can
reachsizesof severaldozenGB. Thesimplestimplementation
of such a front-end systemis to install a number of fully
redundantlookup servers, eachstoring the full lookup table.
Consequently, this meansthe amount of installed memory
neededon eachmachineis in the rangeof the size of the
lookup table. The numberof servers dependson the system
load, i.e., the arrival rateof the applicationqueries.

In the following, we will describea different, resource
saving and self organizing implementationof this front-end
system,basedon the DHT principle.

A. Problemformulation

Theapplicationdescribedabove placesseveralrequirements
on a lookup system that resolves queries for a back-end
database.Sincethe databasequery is only a part of a larger
processin the mobile environment which has severe timing
constraints,the lookup itself mustbekeptasshortaspossible
while being also highly reliable and available. If the user
databaseat the back-endis not reachable,the experienced
servicequality for the useris diminished.On the otherhand,
the system should be as resource-ef�cent as possible. In
this case, the enormousamount of RAM neededto store
the lookup data is one of the highestcost factorswhen the
data is stored fully redundanton several nodes.Therefore,
saving memoryconsumptionis a goodapproachto make the
systemmore cost-ef�cient. Scalability is another issue that
hasto be addressed.The databasesize may grow over time,
necessitatingan expansionalso of the front-end system.It
shouldthereforebepossibleto addnew serversandto integrate
themseamlesslyinto the system.As a last consideration,the
systemshouldneedonly a minimal amountof humancontrol
andintervention.This savescosts,but alsomayleadto shorter
responsetimesin caseof certaineventsif thesystemcanreact
automatically.

Theproblemwith theserequirements,especiallywith speed
andresource-ef�ciency, is that not all of theseobjectivescan
beaccomplishedat thesametime.Thereis animplicit tradeoff
betweena fastsearch,wherea fully redundantstorageof the
lookup data would be the best case,and a smaller lookup
table per node,which necessitatesa time-consuminginternal
routing process.This is complicatedby the fact that lookup
datadistribution is not ef�cient for all resources,sinceinternal
traf�c meansmore consumedbandwidthand a higher query
load that hasto be processedon the servers.

Also, if the data is not stored fully redundant,it has to
be distributed in a way that still allows for load distribution.
Moreover, this balancingshouldberesilientto nodefailuresor



to systemexpansions.At least,mechanismsshouldbe imple-
mentedthat allow for a correctionof temporaryimbalances.

B. Implementation

In order to ful�l theserequirements,we have implemented
a one-hopDHT, basedon the Chord DHT. The interfaceof
a DHT, namelythe ability to storeand retrieve pairs of keys
andvalues,is perfectlysuitedto a lookupsystem.Theoriginal
databasesearchkeyscanbehashedto serveashashtablekeys,
and the storagelocationsof the associateddata setsare the
storedvalues.

Since short sojourn times are required, the routing paths
throughtheoverlayintroducedby theDHT have to beasshort
aspossible.On the otherhand,if the memoryconsumptionis
to be lowered in comparisonwith a fully redundantsystem,
the lookup table has to be partitioned in someway among
the nodes.This necessitatesat leasta basic routing process.
Combiningthesetwo requirementsleadsus to a fully meshed
overlay structure, where at most one hop is necessaryto
locatea given entry in the DHT. This meansthat eachnode
participatingin the systemhasto know exactly what partition
of the contentis storedon eachof the othernodes.Sincethe
complexity of storing this information riseswith the number
of nodes,this potentially does lead to scalability problems.
For our applicationhowever, we can assumesystemsizesin
the rangeof 100 nodesfor the consideredapplication,where
this can be handledeasily. However, as describedin Section
II, similar systems(known under the term one-hopDHTs)
have alreadybeenconsideredalsofor largersystemsizes,and
shown to be feasible.

Anotherimportantconsiderationconcernsthe loaddistribu-
tion in the system.If the lookup datais distributed unevenly
amongthe nodes,andif we assumethat in generaleachentry
is queriedwith the samefrequency, thenthe load distribution
is alsoskewed.Moreover, thenodesstoringmorelookupdata
have to provide morememory. If it cannot predictedhow the
load will be distributed, all nodeshave to be out�tted with
enoughresourcesto handlethe worst case,resultingin higher
coststhannecessary. To circumvent this problem,the random
overlay ID assignmentknown from mostDHTs is replacedby
adeterministicpositioningof thenodesin theoverlay, assuring
that eachnodeis responsiblefor the sameamountof data(cf.
Figure2).

While the consideredapplicationnormally warrantsthe de-
ploymentof dedicatedhardwarewith long meantime between
failures (MTBF) intervals, it is neverthelesspossiblethat a
nodeor oneof its componentsfails during normaloperation.
Node failuresgreatly upsetthe even load distribution in the
system, leading to overload and/or congestionand should
thereforebe acted upon immediately. In order to keep the
needfor manualinterventionlow, anautomaticreorganization
algorithmis usedto reassignthe IDs of the remainingnodes,
thus again placing them equidistantlyon the identi�er ring.
Sincethis also includesa changein the responsibilityranges
for eachnode,a redistribution of the lookup datais necessary
in this case.A simpleheuristicis usedto keepthe amountof
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Fig. 2. Equidistantplacementof nodeson the identi�er ring

datathat hasto be transmittedover the network low. Starting
from an anchornode,eachnode is positionedin the correct
distance(computedwith the new numberof active nodes)in
thesameorderasbefore.Thus,thereis a high probability that
theold rangeof a nodehasa largeoverlapwith its new range,
meaningthat thenodealreadystoresmuchof thedatait needs
in the new situation(cf. Figure3).
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Fig. 3. Reorganizationafter onenodefailure

Thesamealgorithmis usedto addnew nodesto thesystem,
enablinganeasyexpansionandscalingwith load.If morethan
onenodeis to be addedat the sametime, the new nodesare
insertedequallydistributed into the system,so that again the
overlapbetweenold andnew responsibilityrangesis high for
the 'old' nodes.

To ensurethat the probability for data loss is low even in
caseof nodefailures,eachentry of the lookup table is stored
on more than one node.Similar to the replication group in
Chord, it is copied on the R successornodesof the key of
the entry, with the �rst successorbeing the node primarily
responsiblefor the entry. Here,R is a tunableparameterthat
enablesa tradeoff betweenresourcesavings on onehandand
systemloadandavailability on theotherhand,aswill alsobe
shown in SectionIV.

With thesemechanisms,the normalsystemoperationis as
follows.An applicationissuesaqueryto thedatabaseof which
the lookup systemis part of. Thesequeriesare distributed
evenly amongthe lookup nodes,e.g., by meansof a simple
round robin load distributor. When a query reachesa lookup



nodeA, this node�rst hashesthe databasekey of the query.
It then checkswhetherit storesthe lookup entry associated
with this key locally, including the redundantlystoreddata.
If this entry is not storedlocally, then the node determines
which other node is responsiblefor it via its routing table,
and requeststhe entry from that node. In either case, the
original query is then forwardedto the accordingback end
databaseserver, whose addressis the stored value of the
< key; value > pair of the lookup entry. The responseto
this querycan thenagain be forwardedto the application.

In caseof a remotelookup, the node with the lowest ID
higher thanthe hashedkey searchedfor is alwaysselectedas
theresponsiblenode.This easestheroutingprocessin caseof
nodefailures,andshouldstill returnvalid resultsaslong asno
datalosshasoccurred,which is only possibleif R consecutive
nodesfail in a short time interval. While the query load for
oneentrycouldalsobedistributedamongtheR nodesstoring
thatentry, we assumethateachentry is queriedwith thesame
frequency, and thereforeno additional gain can be achieved
by this measure.

IV. ANALYSIS

In this section,we presenta �rst analysisof the described
system.This is basedon a methodologypresentedin [8],
wherewe considereda more generalsystemand the param-
eters that in�uence its behaviour. We model the front end
serversasqueuingsystems,with thecompletenetwork beinga
queueingnetwork. Thus,wecananalyzesystemcharacteristics
like the sojourntime.

Eachnodeis modeledasa M/GI/1 waiting system.In this
�rst model,we make somesimplyfying assumptions.First, the
processingtimesfor queriesareassumedto be independently
and identically distributed (iid), i.e., we do not discern the
processingof external queries,internal queriesor response
forwarding. Second,we assumethat the popularity of each
databaseentry is the same.To conductthe analysis,we have
to computethe arrival rate at eachnode,which is a function
of the numberof nodesand of the numberof hops that are
madeinternally.

A. Nodeload

Eachnodeinitially receives its fair shareof the application
queries.If we de�ne the total initial arrival rate as � 0, and
the systemconsistsof N servers,this initial load at a speci�c
server correspondsto � 0

N , cf. Figure 4. Of thesequeries,the
server can only resolve a fraction locally, dependingon the
partition of lookup datait stores.Ideally, this fraction should
be p = R

N , whereR is the redundancy factor (1 � R � N ).
The restof the querieshasto be resolved on a secondserver,
and is consequentlyforwarded.This outgoing query �o w is
equally split amongthe N � 1 remainingnodes.Due to the
symmetry of the traf�c �o ws, the sameamount of queries
(with ratep� � 0

N ) is received.This traf�c is thereforeaddedto
the externalquery �o w.

All of theinternalqueriesareanswered,effectively doubling
the internal traf�c. This is due to the fact that the �rst node

receiving the requestis responsiblefor resolvingthecomplete
queryandforwardingtheresponseto thequeryingapplication.
Some traf�c could be saved if the databasevirtualization
allows for the secondnode or even a back-endserver to
answerthe query insteadof the �rst reachednode.However,
we describethe most generaland worst casehere with the
least assumptionsabout the interface betweenthe external
applicationand the virtual databasesystem.

Finally, all applicationqueriesreceived by that server are
forwardedto thebackenddatabase,andtheanswersareagain
forwardedto the �rst nodeto be forwardedto theapplication.
Therefore,the full rateof � 0

N is again received from the back
end and processed,leading to a total arrival rate of � � =
(2 + 2p) � � 0

N .
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Fig. 4. The traf�c �o ws in�uencing the nodearrival process

B. Sojourntime

Basedon this model,we cancomputeimportantcharacter-
istics like the meansojourntime of queriesor its coef�cient
of variation.For the following results,we assumeda service
processwith meanE[B ] = 1ms anda coef�cient of variation
of cB = 0:5. To modelthe internalnetwork transmission,i.e.,
query forwarding from front-end server to front-end server,
we usean exponentialdistribution with mean0:3ms. We do
not considerthe queryingof the back end databasehere,but
focuson the time a queryspendsin the lookup systemitself.

We will now presentselectedresults from this analysis,
which provide somebasicinsightsinto the presentedsystem.
One of the important parametersthat in�uences the system
behaviour is the redundancy factor. It has a direct in�uence
on the probability that a queryhasto be forwardedinternally
in the lookup layer, andthereforeon the total loada front end
server experiences.Figure 5 shows the meansojourn times
of queriesnormalizedby E[B ] for a systemwith 20 nodes
and different redundancy factors, ranging from R = 1 (no
redundancy) to R = 20 (full redundancy, no forwarding is
required).

Due to the fact that the internal load is up to four times
larger than the external load (i.e., the query load produced
by the applicationsexclusively), only valuesup to 0.25 are
experiencedfor the externally seenutilization � = � 0

N E[B ]
per front-endserver.
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Fig. 5. Mean sojourn time for different redundancy factorsfor a system
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The mean sojourn times increasefor lower redundancy
factors,which is due to the higher fraction of queriesthat
have to be forwardedin the lookup layer, resultingin a higher
load at the nodesand thereforelonger waiting times.On the
other hand,a higher redundancy also meansthat more data
has to be storedon eachnode.While this should be of no
concernwherecheapdisk spacecan be used,it is a tradeoff
to be consideredfor our application,as describedearlier. In
any case,the redundancy factorcanbeusedasa parameterto
tune the systemto the needsof the operator.

C. Systemsize

Another parameterin�uencing the systemperformanceis
its size in terms of the number of front-end servers. The
larger the systemis, the higher is the forwarding probability
and thereforethe internal load. Figure 6 shows this by again
comparingthe meansojourntimes for numbersof front end
servers ranging from N = 5 to N = 30. The redundancy
factor is set to R = 3. Additionally, the hypothetical case
where every query is forwarded internally, i.e., p = 1 is
representedasan upperbound(dashedline).

Again, the meansojourn times increasewith a larger for-
wardingprobability. However, theloadincreaseresultingfrom
more front end servers diminishesfor alreadylarge systems.
This is dueto the fact that the forwardingprobabilityp grows
fastfor smallersystems,but is sooncloseto 1, e.g.,p = 0:85
alreadyfor 20 nodesandR = 3.

D. Reorganizationeffort

An important aspectfor the presentedsystemdesignwas
its ability to reactto changesin the topology, especiallynode
failures.Sinceload distribution is a critical characteristicfor
theef�ciency of thedescribedarchitecture,it hasto berestored
as soon as possibleafter one or several node failures. The
sameis true for inserting additional nodesinto the system,
however, we assumethat an expansionis executedin a more
plannedandcontrolledmanner. Apart from this, the reduction
of servers also increasesthe load on the remainingservers,
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Fig. 6. Meansojourntime for differentsystemsizes

even if an equalload distribution canbe achieved. Therefore,
it is a kind of worst casefor the reorganizationalgorithm.

In order to conducta �rst evaluationof the ratherstraight-
forward methodimplementedin our prototype,we conducted
a Monte-Carlosimulationfor differentnodefailure scenarios.
We varied the number of nodesthat fail concurrentlyin a
systemconsistingof 40 nodes.For a given numberf of node
failures, we selecteda randomsubsetS of the nodeswith
jSj = f . This experimentwas repeated10,000times for one
value of f , the shown intervals are for a con�dence level of
99%. We recordedthe amountof datathat had to be moved
during the reorganizationphasein orderto achieve equalload
distribution again, relative to the total amountof datastored.
We assumedhere that the data is placedwith roughly equal
densityon the identi�er ring. Also, we neglectedcaseswhere
enoughsuccessorsof a failed node also fail, which results
in the loss of data. Since in this caseless data has to be
transmittedover thenetwork, thepresentedresultsareanupper
bound,even if dataloss is an undesirableevent.

Figure7 shows theseresultsfor differentgradesR of repli-
cation,rangingfrom R = 2 to R = 4. Theamountof datathat
has to be transmittedincreasesfor higher replicationgrades
and a larger number of node failures. Also, the maximum
amountof data moved in the worst caseequalsR � 100%,
meaningthat more data has to be moved than there is in
the ring. This initially counter-intuitive characteristicstems
from the fact that the responsibilityareasof the reorganizing
nodesmayoverlap,meaningthatseveralnodeshave to retrieve
the samedata sets if they have not stored them before the
reorganization.

Due to fact that each node is responsiblefor a single,
continuousrangeof the id space,the numberof dataentries
thathave to bemovedto a new nodeis not equallydistributed
amongall nodes.Especiallythe successorsof a failed node
normally have to be moved a larger distancein the identi�er
spacethan the following nodes. It is to be expected that
different schemes,suchas the one proposedin [7], might be
able to reducethis unfairness,lowering the amountof data



that hasto be moved, andconsequentlyalso the time it takes
to reorganize.
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V. CONCLUSION

In this paper, we presentedandevaluatedanarchitecturefor
a virtual mobilesubscriberdatabasebasedon a one-hopDHT.
The requirementsand design issuesin�uencing the system
layout are described,and a basicoverview on the developed
architectureis presented.It is shown that the designcaters
to the necessitiesof the application.It provides a trade-off
betweenthe systemsojourn time on one hand and resource
consumptionon individual nodeson the other.

A performanceevaluationmodelwaspresented,the results
derived from it giving someinsights into the basicworkings
of the lookup system.The underlyingtradeoff of lessstorage
spaceper nodeagainst longersearchtimesanda higher load

on the systemis illustrated. As future work, measurement
resultsfrom an implementedprototypewill be usedto verify
the analysis,as well as simulations.More emphasiswill be
placedon the systembehaviour during transientphases,e.g.,
reorganizationtimes.
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