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Abstract—Selvices offered today rely on large amounts of
data that can be accessedfast and reliably. One technical
solution providing both acceptablespeedand high reliability are
distrib uted databaseswhich can be accessedrom an application
as one virtual database sewver. The virtualization here hides
complexity introduced by distributing the sewice to a set of
machines.In this paper, we will presenta DHT-basedarchitecture
implementing a lookup layer for sucha database which preseves
important featuressuch as self-organization from its DHT roots,
but still offers a good performance for time-critical applications.
Additionally, rst analytical resultsare given, which shov some
of the basic mechanismsat work in such systems.

I. INTRODUCTION

In todaysservices,large amountsof data, e.g., video and
audio content, subscribermanagementnd accountingdata,
have to be stored and made available to applications.One
exampleareafor this are mobile networks, whereuserdatais
storedandaccessedgery oftenduringthetime a useris booked
in. The numberof databaseiccessess potentially very large
and thereforeposesa challengeto the system,which hasto
shav a high availability and performancewhile being at the
sametime resource-etient andscalable.

Examplesexist where the amount of datato be stored
is large enoughto warrant the deployment of a distributed
databaseThisis thecaseg.g.,for mobilesubscribedatabases
suchasthe Home Location Register (HLR) or a similar sub-
scriberdatabasef a large provider. Distributing the database
systemhowever addsadditionalcompleity to thearchitecture.
It meansa basicsearchingand routing mechanismhasto be
implementedto look up single data sets. Also, the content
should be partitionedin a way that distributes the load on
the nodes.Thus, storagespaceconsumptionand the load on
individual nodesis reduced,which is tradedoff with longer
accesgimesanda highertotal load dueto the forwarding.

In this paper we will describea componentof such a
distributed databasavhich wasdesignedo offer good perfor
mancewhile beingresource-e€ient. We have implementeca
prototypeof this systemandwill presenta rst analysisbased
on the mechanismsmplementedn this prototype.

The paper is structured as follows. Section Il reviews
relatedwork. In Sectionlll we will describethe considered
architecturetogetherwith a discussionon the designaspects
of the system.Analytical resultsare presentedn SectionlV.
SectionV concludeghe paper

Il. BACKGROUND AND RELATED WORK

The systempresentedn this work is to be placedin the
contt of a mobile subscriberdatabasesuch as the HLR.
Architecturedik e the IP Multimedia SubsystenfIMS) include
similar databasesso that more than one possibleapplication
exists [1]. There are even activities aiming at unifying and
generalizinghe storageof userdatafor mobile networks. The
CommonPro le Store(CPS)is an examplefor theseefforts
[2]. Here,one encapsulatedatabases usedfor a numberof
applicationsor servicesjnsteadof several proprietarysmaller
ones. This only emphasizeghe needfor a scalablesystem
with respectto the approachdescribedhere, since the size
of the systemgrows with the numberof smaller specialized
databasethat are integrated.

The architectureevaluated here belongsto the class of
one-hopDHTSs. This classof overlayshasbeeninvesticated
in a number of papers.For example, Gupta et al. [3], [4]
evaluatea fully meshedoverlay architectureThey shov that
the additional overheadneededto keepthe completerouting
table in eachnode up-to-datecan be handledeven for large
overlays.

In [5], a differentschemebasedon tokensfor maintaining
the global routing table in a one-hopoverlay was presented
andcomparedo the mechanisnof Guptaetal. LeongandLik
shaved herethatlessbandwidthwasusedin their architecture,
resultingin a more ef cient system.

Anotherarchitectureandits analysisof a one-hopDHT was
presentedn [6]. Again, it wasshavn thatthis kind of system
is indeedfeasiblein termsof messag@verheadandresponse
timesto keepthe completerouting tablesneededat eachpeer
up-to-date.

A distributed databasesimilar in spirit and with some of
the same design issueswas published under the name of
Dynamo([7]. While our systemimplementsthe lookup layer
of a distributed databaseDynamoconstitutesa completeDB
which is also basedon a ring structureand follows similar
designprinciples. The architecturediffers in details because
of the different applications.For example, since Dynamois
usedasa servicefor the AmazonS3 businesslatform, it has
to offer write accessat all timesfor the enduser In contrast,
the systempresentechereis allowed to block write requests
in orderto protectthe dataintegrity. Additionally, we provide
analyticalresultsfor sucha system.



We considera distributed databasevhich storesuserinfor-
mation, such as the subscriberdatabasen a mobile network
operatordomaindescribedearlier Dueto the large amountof
datastoredthedatabasés distributedamongsereraldedicated
databaseseners,which form the back-end.To locatespeci ¢
data entries in the back-end,a front-end layer offers the
necessaryookup and forwarding functionality i.e., the front-
end resoles queriesto the databaseand forwards them to
the correctback-endsener. This lookup layer basicallystores
pointersto the entriesin the back-end,one pointer for each
databaséey. Thesepointerstake the form of < key; value >
pairs, with the key being a referenceto the databasekey
gueried and the value holding the addressof the back-end
sener wherethe associatedlatabasentry is stored.

Applications, such as accounting,location management,
etc.,issuequeriesto this databaseystemnormally searching
for oneentryatatime. Thesequeriesmay be LDAP messages
or conformto otherprotocolssuitablefor accessing database.
Application queriesthereforedo only seeonevirtual database
systemtheinternalcompleity is hidden.They arerecevedby
afront-endsener rst, which thenresohesthe containedkey
to the addressof the back-endsener holding the associated
entry, cf. Figure 1. Basicload distribution may be conducted
beforeforwarding queriesto the individual front-endseners,
however, this work focuseson the lookup layer itself.
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Fig. 1. The basicsystemarchitectureconsideredn this paper

Mobile subscriber databaseshave several requirements
which have to betakeninto accountwhenevaluatinga possible
instantiationof this architectureQuerieso sucha databasare
frequentlypart of a longer processinvolving a currentaction
of the subscriber such as booking in, requestinga special
serviceor changingthe accessietwork (horizontalor vertical
handwer). In order to keep the service quality experienced
by the userhigh, the responseimes of the provider system
asa whole andthereforealso of the databasdave very tight
timing bounds.For the samereason the availability mustbe
ashigh aspossible.

Sincethe userdatastoredis critical for mary servicessuch
asaccountingreliability andcorrectnesss alsorequired.This

is prioritized sometimeseven over availability. The system
may even be unreachabler entriesmay be write-locked for

shorttimes as long as the correctnes®of the storeddatacan
be guaranteed.

In order to facilitate a fast lookup process,the lookup
informationis not storedon disk at the front-endnodes but is
held in the memory of thesenodes.Dependingon the size
of the databasetables stored at the back-end,and on the
numberof searchableeys, this lookup table as a whole can
reachsizesof severaldozenGB. The simplestimplementation
of such a front-end systemis to install a numberof fully
redundantiookup seners, eachstoring the full lookup table.
Consequentlythis meansthe amount of installed memory
neededon eachmachineis in the rangeof the size of the
lookup table. The numberof seners dependson the system
load, i.e., the arrival rate of the applicationqueries.

In the following, we will describea different, resource
saving and self organizing implementationof this front-end
system,basedon the DHT principle.

A. Problemformulation

Theapplicationdescribedibore placessereralrequirements
on a lookup system that resohes queriesfor a back-end
databaseSincethe databasejueryis only a part of a larger
processin the mobile ervironmentwhich has severe timing
constraintsthe lookup itself mustbe keptasshortaspossible
while being also highly reliable and available. If the user
databaseat the back-endis not reachablethe experienced
servicequality for the useris diminished.On the otherhand,
the system should be as resource-efent as possible. In
this case,the enormousamount of RAM neededto store
the lookup datais one of the highestcost factorswhen the
datais storedfully redundanton several nodes.Therefore,
saszing memoryconsumptions a good approachto make the
systemmore cost-efcient. Scalability is anotherissue that
hasto be addressedThe databasesize may grow over time,
necessitatingan expansionalso of the front-end system. It
shouldthereforebe possibleto addnew senersandto integrate
them seamlesshyinto the system.As a last considerationthe
systemshouldneedonly a minimal amountof humancontrol
andintenention. This savescosts,but alsomay leadto shorter
responséimesin caseof certaineventsif the systemcanreact
automatically

The problemwith theserequirementsespeciallywith speed
andresource-etiency, is that not all of theseobjectves can
beaccomplishedtthe sametime. Thereis animplicit tradeof
betweena fastsearchwherea fully redundanttorageof the
lookup data would be the best case,and a smaller lookup
table per node,which necessitatea time-consumingnternal
routing process.This is complicatedby the fact that lookup
datadistributionis not ef cient for all resourcessinceinternal
trafc meansmore consumedandwidthand a higher query
load that hasto be processen the seners.

Also, if the datais not storedfully redundant,it hasto
be distributed in a way that still allows for load distribution.
Moreover, this balancingshouldberesilientto nodefailuresor



to systemexpansionsAt least,mechanismshouldbe imple-
mentedthat allow for a correctionof temporaryimbalances.

B. Implementation

In orderto ful | theserequirementsye have implemented
a one-hopDHT, basedon the Chord DHT. The interface of
a DHT, namelythe ability to storeand retrieve pairs of keys
andvalues,is perfectlysuitedto alookup system.Theoriginal
databassearctkeys canbe hashedo sene ashashtablekeys,
and the storagelocationsof the associatedlata setsare the
storedvalues.

Since short sojourn times are required, the routing paths
throughthe overlayintroducedby the DHT have to beasshort
aspossible.On the otherhand,if the memoryconsumptioris
to be loweredin comparisonwith a fully redundantsystem,
the lookup table hasto be partitionedin someway among
the nodes.This necessitateat leasta basicrouting process.
Combiningthesetwo requirementdeadsusto a fully meshed
overlay structure, where at most one hop is necessaryto
locatea given entry in the DHT. This meansthat eachnode
participatingin the systemhasto know exactly what partition
of the contentis storedon eachof the othernodes.Sincethe
complity of storing this information riseswith the number
of nodes,this potentially doeslead to scalability problems.
For our applicationhowever, we can assumesystemsizesin
the rangeof 100 nodesfor the consideredapplication,where
this can be handledeasily However, as describedin Section
II, similar systems(knonvn under the term one-hop DHTS)
have alreadybeenconsideredlsofor larger systemsizes,and
shawn to be feasible.

Anotherimportantconsideratiorconcernghe load distribu-
tion in the system.If the lookup datais distributed unevenly
amongthe nodesandif we assumehatin generaleachentry
is queriedwith the samefrequeng, thenthe load distribution
is alsoskewed. Moreover, the nodesstoringmorelookup data
have to provide morememory If it cannot predictedhow the
load will be distributed, all nodeshave to be out tted with
enoughresourceso handlethe worst case resultingin higher
coststhannecessaryTo circumvent this problem,the random
overlay ID assignmenknown from mostDHTSs is replacedby
adeterministigpositioningof thenodesin the overlay, assuring
thateachnodeis responsibldor the sameamountof data(cf.
Figure 2).

While the consideredapplicationnormally warrantsthe de-
ploymentof dedicatechardwarewith long meantime between
failures (MTBF) intenals, it is neverthelesspossiblethat a
nodeor one of its componentdails during normal operation.
Node failures greatly upsetthe even load distribution in the
system, leading to overload and/or congestionand should
therefore be acted upon immediately In order to keep the
needfor manualinterventionlow, an automaticreoiganization
algorithmis usedto reassigrthe IDs of the remainingnodes,
thus again placing them equidistantlyon the identi er ring.
Sincethis alsoincludesa changein the responsibilityranges
for eachnode,a redistrilution of the lookup datais necessary
in this case.A simple heuristicis usedto keepthe amountof
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Fig. 2. Equidistantplacemenif nodeson the identi er ring

datathat hasto be transmittedover the network low. Starting
from an anchornode,eachnodeis positionedin the correct
distance(computedwith the nev numberof active hodes)in

the sameorderasbefore.Thus,thereis a high probability that
the old rangeof a nodehasa large overlapwith its new range,
meaningthatthe nodealreadystoresmuchof the datait needs
in the new situation(cf. Figure 3).
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Fig. 3. Reopganizationafter one nodefailure

The samealgorithmis usedto addnew nodesto the system,
enablinganeasyexpansionandscalingwith load. If morethan
onenodeis to be addedat the sametime, the new nodesare
insertedequally distributedinto the system,so that again the
overlapbetweenold and new responsibilityrangesis high for
the'old' nodes.

To ensurethat the probability for datalossis low evenin
caseof nodefailures,eachentry of the lookup tableis stored
on more than one node. Similar to the replication group in
Chord, it is copiedon the R successonodesof the key of
the entry with the rst successobeing the node primarily
responsiblégor the entry Here,R is a tunableparametethat
enablesa tradeof betweenresourcesavings on one handand
systemload andavailability on the otherhand,aswill alsobe
shawvn in SectionlV.

With thesemechanismsthe normal systemoperationis as
follows. An applicationissuesa queryto thedatabasef which
the lookup systemis part of. Thesequeriesare distributed
evenly amongthe lookup nodes,e.g., by meansof a simple
round robin load distributor. When a query reachesa lookup



nodeA, this node rst hasheghe databaséey of the query

It then checkswhetherit storesthe lookup entry associated
with this key locally, including the redundantlystored data.

If this entry is not storedlocally, then the node determines
which other node is responsiblefor it via its routing table,

and requeststhe entry from that node. In either case,the

original query is then forwardedto the accordingback end

databasesener, whose addressis the stored value of the

< key;value > pair of the lookup entry The responseto

this query canthenagain be forwardedto the application.

In caseof a remotelookup, the node with the lowest ID
higherthanthe hashedkey searchedor is always selectedas
theresponsiblenode.This easeghe routing processn caseof
nodefailures,andshouldstill returnvalid resultsaslong asno
datalosshasoccurredwhichis only possibleif R consecutie
nodesfail in a shorttime internval. While the query load for
oneentry could alsobe distributedamongthe R nodesstoring
thatentry we assumehateachentryis queriedwith the same
frequeng, and thereforeno additional gain can be achieed
by this measure.

IV. ANALYSIS

In this section,we presenta rst analysisof the described
system. This is basedon a methodologypresentedin [8],
wherewe considereda more generalsystemand the param-
etersthat in uence its behaiour. We model the front end
senersasqueuingsystemswith the completenetwork beinga
gueueingnetwork. Thus,we cananalyzesystenmcharacteristics
like the sojourntime.

Eachnodeis modeledasa M/GI/1 waiting system.In this
rst model,we make somesimplyfying assumptiongrirst, the
processingimesfor queriesare assumedo be independently
and identically distributed (iid), i.e., we do not discernthe
processingof external queries,internal queriesor response
forwarding. Second,we assumethat the popularity of each
databasesntry is the same.To conductthe analysis,we have
to computethe arrival rate at eachnode,which is a function
of the numberof nodesand of the numberof hopsthat are
madeinternally,

A. Nodeload

Eachnodeinitially recevesits fair shareof the application
gueries.If we de ne the total initial arrival rate as o, and
the systemconsistsof N seners,this initial load at a speci ¢
sener correspondgo ¢, cf. Figure 4. Of thesequeries,the
sener can only resohe a fraction locally, dependingon the
partition of lookup datait stores.ldeally, this fraction should
bep= &, whereR is theredundang factor(1 R N).
The restof the querieshasto be resoled on a secondsener,
and is consequentlyforwarded. This outgoingquery ow is
equally split amongthe N 1 remainingnodes.Due to the
symmetry of the trafc ows, the sameamountof queries
(with ratep 2) is receved. Thistrafc is thereforeaddedto
the externalquery ow.

All of theinternalqueriesareansweredeffectively doubling
the internaltrafc. This is dueto the fact that the rst node

receving the requests responsibldor resolvingthe complete
gueryandforwardingtheresponseo the queryingapplication.
Some trafc could be saved if the databasevirtualization
allows for the secondnode or even a back-endsener to
answerthe query insteadof the rst reachednode.However,
we describethe most generaland worst casehere with the
least assumptionsabout the interface betweenthe external
applicationandthe virtual databasesystem.

Finally, all applicationqueriesreceved by that sener are
forwardedto the backenddatabaseandthe answersareagain
forwardedto the rst nodeto be forwardedto the application.
Thereforethe full rateof 2 is again receved from the back
end and processed]eading to a total arrival rate of =

2+ 2p) <o
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Fig. 4. Thetrafc owsinuencing the nodearrival process

B. Sojourntime

Basedon this model,we can computeimportantcharacter
istics like the meansojourntime of queriesor its coefcient
of variation. For the following results,we assumed service
processvith meanE[B] = 1 ms anda coefcient of variation
of cg = 0:5. To modelthe internalnetwork transmissioni.e.,
query forwarding from front-end sener to front-end sener,
we usean exponentialdistribution with mean0:3ms. We do
not considerthe queryingof the back end databasénere, but
focuson the time a query spendsin the lookup systemitself.

We will nowv presentselectedresults from this analysis,
which provide somebasicinsightsinto the presentedsystem.
One of the important parameterghat in uences the system
behaiour is the redundang factor It hasa direct in uence
on the probability that a query hasto be forwardedinternally
in the lookup layer, andthereforeon the total load a front end
sener experiencesFigure 5 shavs the mean sojourn times
of queriesnormalizedby E[B] for a systemwith 20 nodes
and different redundang factors,rangingfrom R = 1 (no
redundang) to R = 20 (full redundang, no forwarding is
required).

Due to the fact that the internal load is up to four times
larger than the external load (i.e., the query load produced
by the applicationsexclusively), only valuesup to 0.25 are
experiencedfor the externally seenutilization = 2E[B]
per front-endsener.
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consistingof 20 nodes

The mean sojourn times increasefor lower redundang
factors, which is due to the higher fraction of queriesthat
have to be forwardedin thelookup layer, resultingin a higher
load at the nodesand thereforelonger waiting times. On the
other hand, a higher redundang also meansthat more data
hasto be storedon eachnode. While this should be of no
concernwhere cheapdisk spacecan be used,it is a tradeof
to be consideredfor our application,as describedearlier In
ary casetheredundang factorcanbe usedasa parameteto
tune the systemto the needsof the operator

C. Systensize

Another parameterin uencing the systemperformanceis
its size in terms of the number of front-end seners. The
larger the systemis, the higheris the forwarding probability
and thereforethe internalload. Figure 6 shavs this by again
comparingthe meansojourntimes for numbersof front end
seners rangingfrom N = 5to N = 30. The redundang
factoris setto R = 3. Additionally, the hypothetical case
where every query is forwarded internally i.e., p = 1 is
represente@s an upperbound(dashedine).

Again, the meansojourntimes increasewith a larger for-
wardingprobability However, theloadincreaseaesultingfrom

more front end seners diminishesfor alreadylarge systems.

This is dueto the factthatthe forwarding probability p grows
fastfor smallersystemsput is sooncloseto 1, e.g.,p = 0:85
alreadyfor 20 nodesandR = 3.

D. Reoganizationefort

An importantaspectfor the presentedsystemdesignwas
its ability to reactto changesn the topology especiallynode
failures.Sinceload distribution is a critical characteristidor
theef ciency of thedescribedarchitectureit hasto berestored
as soon as possibleafter one or several node failures. The
sameis true for inserting additional nodesinto the system,
however, we assumehat an expansionis executedin a more
plannedandcontrolledmanner Apart from this, the reduction
of seners also increaseghe load on the remaining seners,
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Fig. 6. Meansojourntime for differentsystemsizes

evenif anequalload distribution canbe achieved. Therefore,
it is a kind of worst casefor the reoganizationalgorithm.

In orderto conducta rst evaluationof the ratherstraight-
forward methodimplementedn our prototype,we conducted
a Monte-Carlosimulationfor differentnodefailure scenarios.
We varied the number of nodesthat fail concurrentlyin a
systemconsistingof 40 nodes.For a given numberf of node
failures, we selecteda randomsubsetS of the nodeswith
jSj = f. This experimentwas repeatedl0,000times for one
value of f, the shawn intervals are for a con dencelevel of
99%. We recordedthe amountof datathat hadto be moved
during the reomganizationphasein orderto achieve equalload
distribution again, relative to the total amountof datastored.
We assumecherethat the datais placedwith roughly equal
densityon the identi er ring. Also, we neglectedcaseswvhere
enoughsuccessor®f a failed node also fail, which results
in the loss of data. Since in this caseless data has to be
transmittecbver the network, the presentedesultsareanupper
bound,evenif datalossis an undesirableavent.

Figure7 shavs theseresultsfor differentgradesR of repli-
cation,rangingfrom R = 2to R = 4. Theamountof datathat
hasto be transmittedincreasedor higher replication grades
and a larger number of node failures. Also, the maximum
amountof data moved in the worst caseequalsR 100%
meaningthat more data hasto be moved than thereis in
the ring. This initially counterintuitive characteristicstems
from the fact that the responsibilityareasof the reoiganizing
nodesmayoverlap,meaningthatseveralnodeshave to retrieve
the samedata setsif they have not storedthem before the
reoiganization.

Due to fact that each node is responsiblefor a single,
continuousrangeof the id spacethe numberof dataentries
thathave to be movedto a new nodeis not equallydistributed
amongall nodes.Especiallythe successorsf a failed node
normally have to be moved a larger distancein the identi er
spacethan the following nodes. It is to be expectedthat
different schemessuchas the one proposedn [7], might be
able to reducethis unfairness,lowering the amountof data



that hasto be moved, and consequenthalsothe time it takes
to reomganize.
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Fig. 7. Relatve amountof datathat hasto be moved during reolganization

V. CONCLUSION

In this paper we presentedndevaluatedanarchitecturdor
avirtual mobile subscribedatabaséasedon a one-hopDHT.
The requirementsand designissuesin uencing the system
layout are described and a basicovervien on the developed
architectureis presentedlt is shovn that the design caters
to the necessitief the application.It provides a trade-of
betweenthe systemsojourntime on one hand and resource
consumptioron individual nodeson the other

A performancevaluationmodelwas presentedthe results
derived from it giving someinsightsinto the basicworkings
of the lookup system.The underlyingtradeof of lessstorage
spaceper nodeagainstlonger searchtimes and a higherload

on the systemis illustrated. As future work, measurement
resultsfrom an implementedprototypewill be usedto verify
the analysis,as well as simulations.More emphasiswill be
placedon the systembehaiour during transientphaseseg.g.,
reoiganizationtimes.
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