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Slicing = isolation

o The iml:)ortance ot isolation

* Prevent interferences among slivers

* mal(e CVCrg SliVCr as a loglcang ComPICtC ComPUtCr

» What s to be isolated?
+ Names Pa CE identifiers for networking in different layers, root environment
* Secu ritg data/fle accessibility, behavior visibility, etc.

A 4 PC ﬁCO rmMance cruand memory usage, disk quota, bandwidth scheduling




Technologg of Isolation

* Virtualization

° Hgl:)ervisor—-basecl (?u” virtualization)

»  VMWare: hardware emulation

* Xen: Para~vir’cualiza‘cionJ modhcginggues’c OS to applg
hgperca”s through Application Binary Interface (ABI)

. Aclvantages
> Easg to cleplog, suPPort for heterogeneous guest OS5
. Disaclvantages

*  Heavy overl’]ead, poor Peﬁcormance scalabilitg




Technologg of Isolation

* Virtualization: instrument of isolation

* Lightweight: no overhead of emulation

» Drawback
2 over~engineere&! => |imitations
s conflict with other features (e.g. NetNS vs. 535165)

» difficult code maintenance




A Storg

* 2004: CNGIR&D Project was launched

° ExPeriment Pla’mcorm was requirecl

* native IPvé support

* native IPv4 and IPv6 multicast suPPort

 J Large scale

* each Project has 3715 subtopics of experiment

* cach exPeriment should be deplogecl over more than 25

nocles over the country




A Storg

+ PlanetLab (MHPLC) didn’t support IPvV6

nor multicast

+ until late 2008

o dueto the engineering in container

+ Similar but a different tning is needed

+ which?




Isolation Revisited...

+ Native OS does also suPPort isolation

to some extent

* secu ritg

* user-oriented me/ clirectorg Permissions

* PCF]COrmaﬂCC

. Process~oriented scheduling in CPU time and memory
» user-oriented disk quota

* attribute-oriented schecluling in traffic reshaping (“tc”)




4Planetlab

* Slicing based on native OS
o user identifier (uid) => sliver
) J oPtional Xen, to support alien guest OS5
) J Aclvan’tage

* having all the features suPPortecl bg native OS

* casyto deplog, without extra installation and conﬁguration
* Still missing;

* network namespace isolation!




User-oriented Addressing

° ldea
* makingsliver?rom uid

2 taking native OS exi’ting Facility for securitg

and l:)emcormance isolation
* adcling network namespace isolation for uid

> = change n |P acchressing model




P Aclclressing Model

* AcHressing model

o defines how Internet addresses are

assignecl to entities

« Current IPv4 and IPvé aclclressing model

o |P addresses are assignecl to hosts or,

more exactlg, to interfaces




Architecture of UOA

+ Case I: UOA for Testbed

* Assumptions
» Existence of a centralized SliceMan
* Enough IP address space
o Multi-user OS

o Root context communicating with SliceMan




Architecture of UOA

) J Recluirements
) Uniqueness
2 4 SPatiaI MAC-related mechanism (DHCP, auto-conf) fails

2 4 Tém PO a l sliver moving among hardware without cl’uanging addresses

* cannotbe Fu”g satisfied without Elcl/ Rloc separation

+ Behavior traceabilit9 VS. Privacg

* Binarg coml:)atibilitg




Address generation

Manageabilitg + Pri\/acg + Uniqueness

Slice 1d => uid

hash

Network Prefix

Sliver Identifier

e

determined 133 networking of host

~

determined bg SliceMan

or local admin

time_to_assign




Address Ass:gnment
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* without changing address

Sliver Transter

keeping temporal uniqueness
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Architecture of UOA

o Case 2: ﬁne—grained routing

o New trends in routing architecture innovations

* involving user control = neutralitg (NIRA)

] spli’c the role of Eld/RLoc (LISP, shimé, ...)

o Common idea

* leveraging routing bg changing address

s  buthost-level leveraging is not enough
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UOA + NIRA
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E:asg to be Implemented?

 J Changes

+ Source address check for connect and
bind
uid -> IP address

+ Semantics of wild-card address

* imPacts both Port selection and Packe’c clispatching

socket > uid




UOA lmplementation

* Kernel Patches
o Linux2.6.x
* [freeBSD 5.0
» Interfaces

+ administration tool

S Procncs view




Pemcormance Concern

* Benchmarkingtaol
° netpemc
*» Goal

° Peﬁcormance impac’c of UOA codes in

comparison tovanilla OS




TCP Streaming

Throughput in TCP_STREAM Test

1000
|

Throughput (Mbits/sec)
250 500 750

—&— vanilla
_|-©- vanilla (saddr spec.)
A+ uoa
o —+-  uoa (saddr spec.)
T T T 1
1 10 100 1000
Number of users
CPU Consumption in TCP_STREAM Test

2 -
= —&— vanilla
L -©- vanilla (saddr spec.)
IS A uoa
a - uoa (saddr spec.)
E o
3 -
[2]
c
[]
o
o
o
(@]

o 4

Number of users




UDP chuest/ Resl:)onse

Transaction rate in UDP_RR test
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UDP Streaming
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TCP Connection/Close

Transaction rate in TCP_CC test
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Interpretation of Bench.

B

o Wild-card address involves more overheads
(UDP RR) <= port selection goes through all sockets in binding

* Repeatedlg checking the uid->address
mapl:)ing s CPU consuming (UDP STREAM)
o(|lu|C(|U]))

+ Unclosed sockets make things heavier (TCP

CC, due to TCP TIME_WAIT sockets)
O([VI(1 + p(IVI)(C(U]) + C(IV]))




l mProvement

* Using hash tables instead of linked list

=> reduce the C()

* Coul:) ing socket hash buckets with
user-oriented assignment information

=> avoid rePeatecl retrievals




Conclusions

XS Philosophg: isolation with commoclitg
QS l:)lus minimum add-on

* making things as built-in as Possible

> casy &eplogment ancJ comq'guration
+»  no conflict with other features

s  code simPlicitg for easy maintenance

* encourage Popular users tojoin slice




Future Work

+ Canuid suPPor’c isolation as much as
Possible?

* network namespace: UOA + PBR = routing isolation
* Peﬁcormance: UOA + tc => bandwidth isolation

> Pemcormance: cgroup => CPU time isola’cion/ scheduling

oooooo




